*QKKmMB+ iBQMb MQMVK2b / Mb mM " 0b2 |
MiQBM2 :m2HHB2"

hQ +Bi2 i?Bb p2 ' bBQM,

MiQBM2 :m2HHB2 X *QKKmMB+ iBQMb MQMvVK2b / Mb mM “0b2 m ?2Q
(+bX* )X *2Mi> H2 amTQOH2+- kyRdX 6 Ml BbX ILLh, kyRdalSGyyyR=X

> G A/, iI2ZH@yYyRe99Rdk
?21iTh,ff? H@+2Mi® H2bmT2H2+X "+?Bp2b@Qmp2 i2bX
am#KBii2/ QM kj LQp kyRd

> G Bb KmHiB@/Bb+BTHBM v GOT24WB p2 Dmbp2 "i2 THm B/BbBIBTHBN
"+?Bp2 7Q i?72 /2TQbBi M/ /Bbb2KIBEBMBR MNQ@T™+B2® " H /BzmbBQM /2 /
2MiB}+ "2b2 "+?2 /Q+mK2Mib- r?2i?@+B2MMiB}2mM2b#/@ MBp2 m "2+?22 +?22- T
HBb?2/ Q° MQiX h?2 /IQ+mK2Mib MK VW+RK2Z2EF IQKHBbb2K2Mib /62Mb2B;M
i2 +?BM; M/ "2b2 "+? BMbiBimiBQWER BM?8 7M#M2I @b Qm (i~ M;2 b- /2b H
#Q /-Q 7 QK Tm#HB+ Q T ' Bp i2T2HRAB+B @2MT2BIpXib X
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5. Security and Privacy Proofs

dst;) designates respectivelyRg and R1. The de nition states that, even in this case, if
a new corrupted nodeX ,+1 comes in with f (src; dstg) and f (src; dst,), it can not know
which value designates which end-receiver. Finally, notehat the properties hold for all
src value in Z,, meaning that any src value A can choose will not give her a better than
negligible advantage.

Proof Sketch 1 (Theorem1). For a full proof, see AppendixB.1. Each property is proven
independently. Although all three properties can be provednder the assumption thath
is indistinguishable from Rand when possible, we simply considered it as a hash function
with e.g. collision resistance. The versatility of the Kecak function family allows this.

Uniqueness is trivially proven based on the assumption thiathe hash function used
is collision resistant.

We show that if there exists an adversaryA successfully outputtingdsta such that

f (src;dsta) = f(src;dst), then it is possible to construct an adversaryB that
distinguishes h from a random function Rand Note that intuition would suggest
that one-wayness can be proved from assuming the preimage ca2™ preimage
resistance of the hash function, the reduction fails becagsit is not possible to
construct an adversary B that successfully binds its own challengé(x) with A's
and at the same time answerA's oracle queries consistently. This is because the
proof doesnot take place in the random oracle model. Alternatively, it is pssible
to prove that indistinguishability implies one-wayness.

Indistinguishability is trivially proven under the assum ption that the hash function
is indistinguishable from a random one. Intuitively, pseusnym indistinguishabil-
ity holds becausedst®° is passed through a function that destroys all algebraic
properties between (pairs of) pseudonyms.

5.5. Security of the Route Proposal Mechanism

In Section 4.5.1.b, four properties for the route proposal mechanism were putdrward:
route proposal homogeneity route proposal indistinguishability, untraceable route pro-
posal propagation and untraceable return trip. The present section de nes them more
formally, and proves them. First, the topology dissemination phase is given in pseudo-
code rprop, then modeled as a UC ideal functionality Ftprop . Then,  iprop is shown to
UC-realise Fprop. Finally, based on a study of the information an adversary gés from
Frprop » the four properties are proved with a custom security de nition.

5.5.1. Modeling pop Into an Ideal Functionality F rprop

Prior to describing rprop, We present the two ideal functionalities that it uses as sub
routines: Fjine and Freg. They are respectively described in Figuress.3 and 5.4. Their
pseudo-code, and more generally, the pseudo-code of all poaols and ideal function-
alities in this chapter, is written in the message-state paadigm, as it is standard for
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